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Sharing Cadence Licenses from Windows Machines with Firewalls Active

Current Windows Desktop Class Operating Systems have incorporated the Windows Firewall application; this is
designed to restrict external access to the machine over the network. The default installation of the Cadence
License Manager will configure the Windows Firewall to allow the required components for the Cadence license
manager service, Imgrd.exe and cdslmd.exe, network access through the Windows Firewall. Using other network
security software would require configuration to allow the required components to communicate with the
network.

Background

Details of the operation of the FlexLM License Manager can be obtained from the FlexLM End Users Guide,
fnp_LicAdmin.pdf, which is part of the default license manager installation (LicenseManager\doc\license directory
of the Cadence License Manager installation), or can be downloaded from the vendor site,
http://www.flexera.com But, in essence, the machine running the license manager application “listens” to a

specific network port for a licence request packet and responds with a license token from the vendor daemon,
which is using a different network port. In the default configuration, the license manager is on a port fixed during
installation, usually 5280 in the case of the Cadence License Manager, and most of the license files issued by
Cadence now use port 3000 for the vendor daemon.

(Note that an “unspecified” port for the vendor daemon in the license file will result in a “spare” port being
assigned by the Operating System when the license manager service starts. This will work fine for the local
machine, but a remote machine request needs to be allowed through the firewall, network security, to use
networking to get a license token granted. The firewall, network security, could be disabled but, in most cases,
this might not be desirable)

Most firewall, network security, applications will allow configuration to permit specific ports, or specific
applications, through the firewall, this will need the vendor daemon restricted to a specific port.

Restricting the Vendor Daemon, cdslmd, to a Specific Network Port after License

Manager Installation

The Vendor Daemon, cdsimd.exe, now uses port 3000, set in the license file. To use another port or specify a port
if one is not specified in the license file, the License File, license.dat, being used by the License Manager needs to
be changed.

Stopping the Running License Manager
Start the License Manager Tools, LmTools application from:
Windows Icon>Cadence>LmTools

(Note: If User Account Control is enabled, use right-click>Run as Administrator to start LmTools, otherwise,
regardless of user account rights, you will have insufficient rights to manage the running service)
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LMTOOLS by Flexera Software LLC
File Edit Meode Help

Configure Service

Service/License File | System Settings ] Ltilities ] Start/Stop/Reread | Server Status | Server Diags Corfig Services ] Bomowing ]

- X

Save Service

Service Name |Cadence License Manager j
Path to the Imgrd exe file |C: ‘\Cadence‘LicenseManagerimgrd exe
Path to the license file |C:"-.Cadence ‘LicenseManagerilicense.dat m
Path to the debug lag file |C:'-.Cadence'-.LicenseManager'—-debug.Iog Browse | View Log...|
[w Start Server at Power Up [¥ Use Services [~ PlexNet Licensing Service Required

The FlexNet Licensing Service is required for optional
features such as virtualization and trusted storage.

Left-click on the “Config Services” tab and select the Cadence License Manager service in the list, the default
name for this is Cadence License Manager but it is possible that another name may have been selected.

Note the location of the License File from the “Path to the license file” edit box, this is the name of the file that
will need to be edited. (This will usually be C:\Cadence\LicenseManager\license.dat)

Left-click on the Start / Stop / Reread tab, near the middle of the tab list and use the Stop Server button to stop

the License Manager. Leave the LmTools window open. (Note the status line of “Stopping Server” will remain but

the license manager service has been stopped)

LMTOOLS by Flexera Software LLC
File Edit Mode Help

FlexMet license services installed on this computer

DownStream Technologies License Mgr

when licenses are bomowed.

Service/License File | System Settings | Utiities Start/Stop/Reread | Server Status | Server Diags | Config Services Borrowing]

Start Server Stop Server ReRead License File
. . [~ Foree Server Shutdown
Bdit Advanced setings NOTE: This bax must be checked to shut down a license server

— *

|Using License File: C:\Cadence"LicenseManager\license.dat

Editing the License File

Start a Text Editor, like Notepad, Notepad++ or similar that will leave the file contents as plain text, and open the

license file noted from the Config Services tab. The License file will resemble:
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SERVER <YourMachineName> <LockingMechanism> 5280
DAEMON cdslmd <LicenseMangerPath>\cdslmd.exe PORT=3000
USE_SERVER

FEATURE <FeatureName>

(Default port specified in Cadence provided license file)

SERVER <YourMachineName> <LockingMechanism> 5280
DAEMON cdslmd <LicenseMangerPath>\cdslmd.exe
USE_SERVER

FEATURE <FeatureName>

(Default port not specified)

If the PORT number isn’t specified, move the cursor to the end of the DAEMON line and add the following text:
“PORT=3000", double quotes are not required, so that the license file then resembles:

SERVER <YourMachineName> <LockingMechanism> 5280
DAEMON cdslmd <LicenseMangerPath>\cdslmd.exe PORT=3000
USE_SERVER

FEATURE <FeatureName>

(It is not a requirement to use port 3000 but this value will work provided that is has not been previously assigned
to another service, or specify a different port number if required))

Save the modified license.dat file, close the Text Editor and check that the file extension is still “.dat”, this will
usually be the case with Notepad.

Starting the License Manager with the updated License File
Return to the LmTools window and use the Start Server button to start the server.

LMTOOLS by Flexera Software LLC — X
File Edit Mode Help
Service/License File ] System Settings l Ltiities Start/Stop/Reread | Server Status | Server Diags l Config Services | Bomowing l

FlexMNet license services installed on this computer

DownStream Technologies License Mar

Start Server Stop Server ReRead License File
) ) [~ Force Server Shutdown
EobETE L T NOTE: This box must be checked to shut down a license server

when licenses are bomowed.

|U5ing License File: C:\Cadence'\LicenseManager'license dat

With the Firewall running it will take about 30 to 60 seconds for the log file to be updated, so wait for the log file
to be updated and return to the “Config Services” tab. Use the “View Log” button at the middle right to open the
log file. Scroll to the bottom of the file and check that the time stamp is current and that, near the end of the file
is an entry that contains:

... cdslmd using TCP-port 3000
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This will confirm that the license manager changes were effective. (Note: If a port other than 3000 was used on
the daemon line in the license file, that value should be reflected in the TCP-port value)

Close the Log File view with the “Close Log” button back on the “Config Services” tab and close the LmTools

Application.

An alternative method to stop and start the license service is to use Windows Services. This app is located under
Control Panel > Administrative Tools > Services

% Services - O x

File Action View Help

e Fl oz HEl »raun

< Services (Local)  |[2 Services (Local)

Select an item to view its description,  Name . Description Status Startup Type ~

) ActiveX Installer (AxInstSV) Provides User Account Control validation for the installation of Activ.. Manual
0} Adobe Acrobat Update Service Adobe Acrobat Updater keeps your Adobe software up to date. Running Automatic
25} Adobe Flash Player Update Service This service keeps your Adobe Flash Player installation up to date wit... Manual
£ Alloyn Router Service Routes Allloyn messages for the local Allloyn clients. If this service is... Manual (Trigger §
0, App Readiness Gets apps ready for use the first time a user signs in to this PC and w... Manual
0 Application Host Helper Service Provides administrative services for |15, for e@mple canfiguration his... Running Automatic
20}k Application Identity Determines and verifies the identity of an application. Disabling this ... Manual (Trigger 5
25k Application Information Facilitates the running of interactive applications with additional ad...  Running Manual (Trigger 5
G}k Application Layer Gateway Service Provides support for 3rd party protocol plug-ins for Internet Connec... Manual
Gk Application Management Processes installation, removal and enumeration requests for softwa... Manual
G}k AppX Deployment Service (AppXSWC) Provides infrastructure support for deploying Store applications. Thi..  Running Manual
20 ASP.NET State Service Provides support for out-of-process session states for ASP.NET, If thi... Manual
5} AssignedfccessManager Service AssignedAccessManager Service supports kiosk experience in Windo.. Manual (Trigger 5
£, Auto Time Zone Updater Automatically sets the system time zone. Manual (Trigger §
£ AVCTP service This is Audio Video Control Transport Protocol service Running Manual (Trigger §
£ Background Intelligent Transfer Service Transtfers files in the background using idle network bandwidth, If th... Running Automatic (Delay
20} Background Tasks Infrastructure Service ‘Windows infrastructure service that controls which background task..  Running Automatic
5} Base Filtering Engine The Base Filtering Engine (BFE] is a service that manages firewall and... Running Automatic
5} BitLocker Drive Encryption Service BDESVIC hosts the BitLocker Drive Encryption service, BitLocker Drive... Manual (Trigger 5
25k Block Level Backup Engine Service The WBENGINE service is used by Windows Backup to perform back... Manual
5} Bluetooth Audio Gateway Service Service supporting the audio gateway role of the Bluetooth Handsfre...  Running Manual (Trigger 5
“C); Bluetooth Support Service The Bluetooth service supports discovery and association of remote .. Running Manual (Trigger 5
5} Bluetooth User Support Service_1632e6f3 The Bluetooth user service supports proper functionality of Bluetoot... Manual (Trigger 5
5} Bonjour Service Enables hardware devices and software services to automatically con..  Running Automatic
£, BranchCache This service caches network content from peers an the lacal subnet. Manual
£ Cadence License Manager Cadence License Manager Running Automatic
Gk Capabilitv Access Manaaer Service Provides facilities for manacina UWP apbs access to apo capabilities..  Runninag Manual

Locate the Cadence License Manager service, select with a left click then choose right click > Stop (to stop the
service) and right click > Start to Start the service.

Restricting the Vendor Daemon, cdslmd, to a Specific Network Port during License

Manager Installation or when updating the license using the License Server

Configuration Utility

In both cases, after selecting the license file that you have been provided with, the “Cadence License Server

Configuration” window will open. This will contain the Host Name, determined from the current machine, the
Port Number, determined from the last value on the SERVER line in the license file, the HostID, determined from
the third value on the SERVER line of the license file, and the default filename and location for the log file. Specify
the Vendor Daemon Port Number as shown below:
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ﬁjj Cadence License Server Configuration

License Server Data cadence

B

Specify the licenze server information in the fieldz below, then click Nest.

License Server

Fort Mumber: Host Marme: Host 1D:

|5230 || |

Log File; |C:'\Cadence\LicenseManager'\debug.log | Browse...
Ophional
Optionz File: | | Browse...

Wendor Daemon Port Number: |5281

Help < Back Cancel

In this case, 5280 is the License Manager port and 5281 is the Vendor Daemon port.

Continue through and complete the License Manager configuration
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NOTICE OF DISCLAIMER: Parallel Systems is providing this design, code, or information "as is." By providing the design, code, or information as one possible
implementation of this feature, application, or standard, Parallel Systems makes no representation that this implementation is free from any claims of
infringement. You are responsible for obtaining any rights you may require for your implementation. Parallel Systems expressly disclaims any warranty
whatsoever with respect to the adequacy of the implementation, including but not limited to any warranties or representations that this implementation is free

from claims of infringement and any implied warranties of merchantability or fitness for a particular purpose.
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